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Mobile applications (apps) to support behavioral health are increasing in number and are recommended 
frequently by medical providers in a variety of settings. As with the use of any adjunct tool in therapy, 
psychologists adopting new technologies in clinical practice must comply with relevant professional 
ethics codes and legal standards. However, emerging technologies can outpace regulations regarding 
their use, presenting novel ethical considerations. Therefore, it is incumbent upon providers to extrapolate 
current ethical standards and laws to new technologies before they recommend them as adjuncts to 
face-to-face treatment. This article identifies best practices for incorporating apps into treatment, 
including competence in the use of smartphones in general and familiarity with the specific apps 
recommended. Psychologists must conduct informed consent procedures in accordance with existing 
evidence, as well as privacy and security concerns relating to a particular app, in order to mitigate 
potential liability regarding the collection of client-generated data. Psychologists also should be prepared 
to educate clients about how best to safeguard their data, such as through encryption, password 
protection, or remote deletion of data. By doing so, psychologists can balance potentially competing 
demands of leveraging emerging technology to improve care while simultaneously ensuring ethical and 
legal compliance in these new areas. 
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The use of mobile technology to support health care has signif-
icantly increased over the past decade, with the majority of mobile 
phone users having downloaded one of the hundreds of thousands 
of available health applications or “apps” (see Armstrong, Hoyt, 
Kinn, Ciulla, & Bush, 2017). Due to the widespread use of mobile 
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technologies in clinical practice, psychologists must ensure that the 
use of this technology in client care is in accordance with estab-
lished ethical principles and standards (Harris & Younggren, 
2011). Indeed, Hall and McGraw (2014) suggest that existing legal 
requirements do not adequately cover the issues inherent in emerg-
ing technology, such as privacy and the transfer of data from 
mobile devices. Similarly, guidelines for the ethical use of tech-
nology in practice may not fully capture all potential scenarios, 
since the adoption of new technologies outpaces evaluation in the 
peer-reviewed literature (Armstrong et al., 2017). As a result, 
psychologists must exercise professional judgment in determining 
how to apply current ethical and legal practice standards to new 
clinical situations involving mobile technology (Joint Task Force 
for the Development of Telepsychology Guidelines for Psycholo-
gists, 2013). 

Mobile apps are a category of software designed to run inde-
pendently on mobile devices (including tablet computers, smart-
phones, and smart watches), frequently integrating multimedia and 
device capabilities such as connectivity to GPS sensors or motion 
tracking (Lui, Marcus, & Barry, 2017). These apps may also 
facilitate connection with social media platforms (Kolmes, 2012) 
or to external devices through Bluetooth technology that allows 
short-range exchange of data between a mobile phone and items 
such as wearable physiological sensors (Dillon, Kelly, Robertson, 
& Robertson, 2016). Joint Task Force for the Development of 
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Telepsychology Guidelines for Psychologists (2013) guidelines on 
the integration of technology into clinical care differentiate be-
tween two dimensions of service delivery related to mobile apps. 
First, the timing of a technology-facilitated clinical interaction can 
be either synchronous (such as real-time communication using 
video chat) or asynchronous (with data stored and accessed outside 
the session). Second, the provision of service can be either direct 
(involving ongoing treatment) or nondirect (such as an individual 
seeking information on a diagnosis outside a formal treatment 
setting). The scope of the current evaluation of ethical consider-
ations will focus on a scenario in which a psychologist asks a client 
to download a mobile app on the client’s personal mobile device as 
an adjunct to ongoing face-to-face treatment. This utilization of 
mobile apps would fall broadly into the category of asynchronous 
communication as an adjunct tool supporting direct service provi-
sion. Within this context, the current work evaluates several ethics 
standards identified through the authors’ roles in conducting mo-
bile health training workshops (see Armstrong, Ciulla, Edwards-
Stewart, Hoyt, & Bush, in press). 

APA Ethics Principles 

Beneficence and Nonmaleficence 

The principle of beneficence and nonmaleficence emphasizes 
that psychologists strive to ensure that their interventions provide 
benefit to the client while minimizing harm (American Psycho-
logical Association [APA], 2017). For emerging technologies, 
psychologists should strive to ensure that modifications of inter-
ventions to include digital technologies maintain equivalent out-
comes to established treatment delivered without technology (Har-
ris & Younggren, 2011). Intervention equivalence can be difficult 
to determine for new technologies, given that the emerging evi-
dence base for mobile health adjuncts to treatment may lag behind 
adoption rates (Armstrong et al., 2017). In keeping with this 
principle, psychologists should inform clients about the degree of 
empirical support for using a particular mobile app as an adjunct to 
treatment (Epstein & Bequette, 2013; Karcher & Presser, 2018). 
This is supported in the ethics code (2.04 and 9.01) where “psy-
chologists’ work is based upon established scientific and profes-
sional knowledge of the discipline.” Recent reviews differ on 
whether or not the empirical evidence base for the use of mobile 
technologies as an adjunct to face-to-face care is sufficient (e.g., 
Armstrong et al., 2017; Lui, Marcus, & Barry, 2017; Parker et al., 
2018). A review of 21 studies on mobile apps in psychotherapy 
showed that treatments leveraging mobile apps were effective in 
reducing anxiety, depression, and substance use behaviors, with 
clinically meaningful effect sizes in the medium to large range 
(Lui et al., 2017). Other systematic reviews have shown evidence 
for the use of mobile apps as an adjunct to care for alcohol use 
disorders (Fowler, Holt, & Joshi, 2016) and smoking cessation 
(Ubhi et al., 2016). Nonetheless, the nascent literature on mobile 
apps is limited by a lack of comparison conditions in many studies, 
as well as allegiance effects when the app developer is also 
conducting research on its potential clinical effectiveness (Lui et 
al., 2017). 

Justice 

The code states that “psychologists recognize that fairness and 
justice entitle all persons to access to and benefit from the contri-
butions of psychology” (APA, 2017, p. 4). The use of mobile apps 
to accompany treatment might be helpful to psychologists whose 
clients have significant barriers to care, such as a lack of childcare, 
distance from the clinic, cost, or lack of insurance (Luxton, Han-
sen, & Stanfill, 2014). Indeed, there are high rates of smartphone 
ownership in the United States, even among groups that previously 
experienced economic barriers to care (Pew Research Center, 
2017). As an example, if a client were unable to come to weekly 
treatment sessions due to military duties or work schedule, then a 
mobile app could be used as an adjunct to treatment, facilitating 
assignments or assessments to increase engagement. 

APA Ethics Standards 

Standard 2.01e: Boundaries of Competence 

To comply with APA ethical standards, psychologists must 
ensure their own competence with new methods prior to imple-
menting them into treatment (APA, 2017). With any emerging 
technology, a psychologist should demonstrate competence with 
the specific service provided, as well as proficiency with the 
technology itself (Epstein & Bequette, 2013; Harris & Younggren, 
2011). For example, knowing basic functionality of commonly 
used mobile devices (e.g., Apple and Android smartphones) can 
allow psychologists to help clients troubleshoot problems with 
mobile app utilization. “Test driving” a mobile app prior to rec-
ommending it is a best practice that also facilitates this trouble-
shooting with clients. Training on the integration of mobile apps 
into clinical care may emphasize familiarity with technology plat-
forms and basic security protocols, in addition to the evidence base 
for mobile health (e.g., Armstrong et al., in press). 

Competence and malpractice liability. The risk for malprac-
tice liability based on lack of competence is an important legal 
consideration for psychologists (Gable, 1983). Using mobile apps 
in clinical care could theoretically present liability risks for a 
psychologist. Broadly, a health care provider owes a duty of care 
for purposes of malpractice liability only when a provider–client 
relationship is established (Dehn v. Edgecombe, 2003/2005). If a 
duty of care is established, the scope of the duty, which often is 
described as the standard of care, must be determined. The stan-
dard of care is based on the usual or expected practices of the 
profession, taking into account relevant statutes, case law, ethical 
codes, regulations (including those of licensing boards), and the 
consensus of the community (Harris & Younggren, 2011; Terry & 
Wiley, 2016). Although the precise wording of the standard of care 
may vary in different jurisdictions, standard of care is generally 
defined as the degree of skill and care that a competent provider 
engaged in a similar practice would provide while practicing under 
similar circumstances (Moffett & Moore, 2011). 

At first glance, the standard of care seems to suggest that early 
adopters of new technologies or new interventions risk liability 
because others in their profession are not providing similar ser-
vices (Terry & Wiley, 2016). One group of providers indicated that 
their primary liability concerns related to mobile health were the 
potential inability to respond in a timely manner to data generated 
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on a mobile application, the inability to review the large amount of 
unstructured data generated by some mobile apps, and potential 
errors when relying on client-generated data that may be inaccu-
rate (McGraw, Belfort, Pfister, & Ingargiola, 2013). Indeed, there 
is no clear standard of care in these areas, and no specific case law 
has yet addressed this issue in the context of utilizing mobile apps 
as an adjunct to psychotherapy (see Terry & Wiley, 2016; Yang & 
Silverman, 2014). In some states, courts apply a “respected mi-
nority” rule for evaluating a clinician’s conduct. Under this rule, a 
clinician will not be found liable for using an emerging clinical 
technique that is used by a minority of respected practitioners in 
the field (Simon, 2005). As Terry and Wiley (2016) observe, 
concerns about malpractice liability can slow the adoption of 
innovative approaches. They note that “doing things ‘the old way’ 
can appear safer from a liability standpoint, but that is true only up 
to an ill-defined tipping point at which innovation becomes the 
prevailing standard of care” (Terry & Wiley, 2016, p. 80). Indeed, 
some of the only examples of lawsuits involving mobile health 
care applications have been related to unsubstantiated claims about 
the efficacy of the app (Cortez, 2014). Thus, the best approach to 
mitigate liability related to emerging technology is to set clear 
expectations upfront with clients, such as exactly which informa-
tion will be shared via mobile app, when it will be reviewed with 
the provider, and exactly what provider–client relationship exists 
(McGraw et al., 2013). All of these items can be addressed through 
informed consent and explicating limits to confidentiality. 

Standards 3.10: Informed Consent and 4.02: 
Limits to Confidentiality 

Informed consent includes making a full disclosure to clients 
about the type of services being offered, the risks, and the potential 
benefits (Karcher & Presser, 2018). Failure to provide adequate 
informed consent can result in legal liability. In some states, a 
“reasonable provider” standard applies (Miller & Hutton, 2004, 
p. 452). In these states, the duty to disclose is similar to the duty 
of care. The provider is required to make the same disclosures as 
a competent provider in a similar practice in similar circumstances 
(Coleman v. Garrison, 1974/1975). Other states, however, apply a 
“reasonable patient” standard that requires disclosure of all infor-
mation that a reasonable patient in the same position would con-
sider when deciding whether or not to agree to treatment (Canter-
bury v. Spence, 1972; Cobbs v. Grant, 1972). In general, informed 
consent would require disclosure of the purpose of a mobile app, 
its risks and benefits, and alternatives to the proposed treatment 
(such as paper forms for mood tracking). 

Informed consent also requires consideration of the possible 
limits to confidentiality associated with the use of a particular 
mobile app. Joint Task Force for the Development of Telepsychol-
ogy Guidelines for Psychologists (2013) recommends informing 
clients of the confidentiality risks of stored health information 
when using telecommunication technologies, including mobile 
devices. Information on the data storage practices of a specific app 
often can be found by reviewing the developer’s privacy statement, 
if available, or by reaching out directly to the developer. The 
informed consent process also should address how clients can 
safeguard their data from unintended disclosures. This often can be 
accomplished by password protecting either the device or the app 
itself (Epstein & Bequette, 2013; Karcher & Presser, 2018). 

Whereas early mobile apps were designed for health data to be 
viewed only by the primary user, more recent apps include the 
capability for sharing data via social networking sites and other 
venues (Lui et al., 2017). When using an app as an adjunct to 
treatment, the psychologist should be clear with the client what 
data can be shared and through what channels (e.g., social media, 
encrypted transmission, exported data files). If the client-generated 
data are being sent to the psychologist, the client should under-
stand what parts of the data may or may not be included in the 
health record, how the data will be stored, and the process by 
which data will be reviewed by the psychologist (see McGraw et 
al., 2013). Psychologists also should consider the sensitivity of the 
stored data. Highly sensitive data such as trauma narratives re-
corded for prolonged exposure (Reger et al., 2017) would elicit a 
higher need for app privacy. Less sensitive health-related data, 
such as nutrition logs, may be of less concern for social sharing or 
unintended disclosure by the client. 

Standard 4.01: Maintaining Confidentiality 

To maintain confidentiality, a psychologist must take “reason-
able precautions” to protect client information obtained through 
any means and stored in any form (APA, 2017). However, the 
majority of client-generated data on a mobile app remain on the 
device itself, unless transferred to the provider via e-mail or other 
data-sharing methods. Psychologists can help clients understand 
how best to protect their data by knowing the privacy and security 
settings associated with a particular mobile app. The client should 
be informed about whether data on the app are stored locally on the 
device and/or stored remotely online, such as in “the cloud.” 
Psychologists also should be familiar with an app’s privacy state-
ment and terms of use to determine privacy concerns. For apps 
developed by the U.S. government, consumers usually can find 
detailed information about the products, some of which have user 
manuals. For mobile apps developed by U.S. government entities, 
the level of security is generally high because of stringent infor-
mation technology security regulations (Armstrong et al., 2017). 
However, recent headlines on third-party data sharing highlight 
potential risk from commercially developed apps, with a signifi-
cant number disclosing data to third parties (Blenner et al., 2016). 
Nonetheless, this is not dissimilar from face-to-face psychother-
apy, wherein information commonly is shared with insurance 
companies and other third parties for commercial purposes. 

Encryption and data breaches. To help a client ensure 
against breaches of confidentiality, psychologists should under-
stand the principles and processes of data encryption. Mobile apps 
that include encryption for data “at rest” protect data on the mobile 
device (i.e., data not being transmitted) from being accessed by 
someone other than the user. Mobile apps that transmit data to 
remote servers or employ cloud-based storage need a higher level 
of security (data “in transit” encryption) to protect against unin-
tended access. Bluetooth technology allows short-range exchange 
of data between a mobile phone and other devices, such as phys-
iological sensors. Despite its widespread use, data transmitted via 
Bluetooth or other wireless means are more vulnerable to being 
intercepted than data that are encrypted in transit (Cifuentes, 
Beltrán, & Ramírez, 2015). Indeed, there has been a significant 
increase in “hacking” of mobile health care applications, particu-
larly with health care apps on Android platforms (Arxan Technol-
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ogies, 2014). Despite this potential for data breaches involving 
mobile data, the probability of such data breaches in this context is 
relatively low. Research shows that the majority of health care data 
breaches are due to data mishandling or physical access to a device 
containing client information, with less than 5% of breaches in-
volving hacking a system vulnerability (Bennett, Bennett, & Grif-
fiths, 2010; see Terry & Wiley, 2016, for related case law). In 
limited cases of hacking, the motivation for data breaches is 
generally a broader financial or political interest rather than tar-
geting an individual’s data (Holt, Freilich, & Chermak, 2017). 
Furthermore, health care apps focused on treatment support and 
medical information generally have shown fewer vulnerabilities, 
whereas apps that conduct remote monitoring show more vulner-
abilities (Cifuentes et al., 2015). Overall, these risks can be miti-
gated through utilizing apps that include encryption and by the 
client taking steps to password-protect their devices and apps. 

Relatedly, psychologists should understand app permissions in 
order to address potential client concerns. When downloading an 
app, the users might be asked to permit the app access to their 
phone’s contacts, calendar, social media accounts, or other phone 
functionality (Chen, Gates, Li, & Proctor, 2015). These permis-
sions generally relate to the functionality of the app and should be 
limited to the minimum necessary for these functions to operate. 
For example, the Virtual Hope Box (Bush et al., 2017) was 
developed to help clients in coping with distress through reminders 
of reasons for living. Its permissions include application access to 
the smartphone calendar, contacts, and photos. Calendar access 
allows the app to save positive activities in the client’s phone 
calendar. Contact access allows the client to access an emergency 
contact list for times of distress. Camera access allows the client to 
personalize the app with photos of loved ones. By communicating 
these permissions to clients in an accessible manner, psychologists 
can allay concerns regarding the privacy of their data (Chen et al., 
2015). 

Lastly, if data collected in a mobile app are transmitted elec-
tronically to a provider, specific laws are applicable, including the 
Health Insurance Portability and Accountability Act (HIPAA, 
1996), the HIPAA Privacy and Security Rule (2003), and the 
Health Information Technology for Economic and Clinical Health 
(HITECH) Act (2009). A health care provider is considered a 
covered entity by HIPAA only when the provider receives health 
information in connection with specific transactions listed in 45 
C.F.R. 160.103, such as health care claims, coordination of ben-
efits, enrollment in or eligibility for health plans, referral authori-
zations, or health plan premium payments. It is essential that a 
psychologist understands these guidelines if receiving data elec-
tronically from a client’s mobile app. 

Standards 6.01 and 6.02: Documentation and Disposal 
of Records 

Client-generated data on the client’s mobile device are not 
directly addressed in the legal standards discussed. Indeed, it 
would be difficult for psychologists to have full responsibility for 
these data without direct access. Nonetheless, psychologists can 
familiarize clients with techniques for protecting data in the event 
of a loss, such as if the client’s device is stolen. The major mobile 
vendors all allow clients to wipe their data remotely. Apple enables 
this through iCloud login from any web-based device, and Google 

has a variety of apps that can be downloaded for remote tracking 
and disabling of a device (e.g., Android Device Manager). If a 
provider recommends an app, he or she should know whether or 
not that particular app allows for permanent deletion of data 
(Karcher & Presser, 2018). Some apps have the facility to delete 
specific files or all content in the app. 

Conclusion 

As the role of digital communication in health care expands, 
there will be increasing opportunity for psychologists to recom-
mend that a client download a mobile app on the client’s personal 
mobile device as an adjunct to ongoing face-to-face treatment. 
Recommending mobile apps to support behavioral health practice 
in this way should not alter the way psychologists already practice 
within existing APA ethics principles and legal standards. Given 
the pace of emerging technologies, psychologists must exercise 
professional judgment in determining how to apply current ethical 
and legal practice standards to new clinical situations involving 
mobile technology. 

As discussed, before providing recommendations to clients, 
psychologists need to be familiar with both a particular app and the 
mobile technology on which it might be accessed. They should be 
aware of the research base underlying mobile technologies as an 
adjunct to care. 

The low likelihood of data breach in this scenario notwithstanding, 
psychologists can help clients understand how best to protect their 
data. Liabilities related to recommending apps as an adjunct to care 
can be mitigated through setting clear expectations upfront through 
the informed consent process. When properly leveraged, these tech-
nologies can promote the overall principle of justice by expanding 
care to groups that previously may have had significant economic 
barriers in access to care. 

Several emerging areas within the broad field of digital ethics 
may also warrant further investigation. First, large amounts of 
client-generated data may be captured by mobile devices, includ-
ing mood, fitness routines, sleep patterns, and other areas. The 
transfer and interpretation of these client-generated data may cause 
significant problems in the future, as electronic health records may 
not be established to interface with these kinds of data. Psychol-
ogists also may not be adequately trained to interpret months’ 
worth of data in a meaningful way. Similarly, the access of data on 
mobile apps by third parties may be a salient concern to clients. 
Psychologists should take steps to be aware of third-party utiliza-
tion of clients’ data captured through mobile apps so that inadver-
tent disclosures do not occur. Conversely, it is also possible that 
greater sharing of data by clients through social media channels 
could increase therapeutic support from peers and others, thereby 
improving outcomes. Future research should address these areas, 
as well as the broader impact of mobile apps as an adjunct to 
face-to-face care. Mobile apps hold great promise for the future of 
behavioral health care by expanding treatment across geographic, 
economic, and other boundaries. 
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