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	16_REMARKS: Block 12 - NLT 180th calendar day before the contract start work date for new contractors and NLT 30 calendar days after receipt of contract modification for existing contracts under DIACAP.   

Block 13 - NLT 30 calendar days prior to the start of each contract OP or when it is determined there has been a change in the state of compliance with any one of the IA controls listed within the checklist.

The Contractor shall present their Checklist and Certification Form for validation in accordance with Section C.MGT.16.1. of the contract.  The NIST Security Plan may address more than the minimum level stated in the following attachment; however, it must be in compliance with the National Institute Standards and Technology Special Publication (NIST SP) 800-53 and 53A.

Checklist and Certification Form Instructions:

1.  In the column marked “Compliance Statement,” the Contractor shall select the appropriate response from the form’s drop down list to indicate its compliance with the specific information assurance (IA) control.

2.  In the column marked “Validation Method,” the Contractor shall select the appropriate NIST-based validation method(s) for how it achieved compliance with the specific IA control. Details about the validation methods of specific security controls can be found within NIST SP 800-53 and 53A.

3.  In the column marked “Compliance Date,” the Contractor shall enter the date it achieved compliance with the specific IA control.

4.  In the column marked "Activity Description," the Contractor shall enter a brief description of its activities to achieve compliance with the specific IA control.

If an "Enhanced Safeguarding" control is not implemented, the Contractor shall prepare a written determination that explains how either the required security control is not applicable, or how an alternative control or protective measure is used to achieve equivalent protection.  
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